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Abstract Many applications in the internet using Password for identify users. So, this password
must be strong and safe to avoid unauthorized users. The critical issue in many applications such
as web-sites and data base systems is password authentication code (PAC). In this paper, PAC
between two parties to confirm password authentication between them based mutual text
authentication has presented. Two factors is the best solution in this field. But to be more secure
and to be more efficient a legitimate user needs to make sure about his partner to ensure their
communications should use another method without need more costs and avoid plurality of
algorithms. So, this solution uses mutual text authentication as new solution which the text is
predetermined by users. This method is considered new in this field, as this method tries to make
the password highly secure in front of unauthorized users and to make the process of accessing
information specific only to the actual authorized users. When analysing this method, we find that
it has many characteristics such as the confidentiality of the session key and privacy, in addition to
the exchange of authentication between the two parties to ensure that others do not interfere.
Keywords: Password authentication code, mutual text authentication, IOT, Man-In-The-Middle,
Resistance against offline-Attacks.

Introduction

The most common problem that occurs in online applications by users when the password is repeated
in more than one application [1,2]. Multiple passwords can lead to forgetting, so the user must try again
and again for the purpose of obtaining it, and therefore this will negatively affect his security, as it gives
an opportunity for attackers to increase the possibility of obtaining a number of passwords belonging to
the user [2]. The process of two factor password authentication is widespread for the purpose of
protecting applications from expected online-offline attacks [3]. So, we must pay attention to the issue of
password security in a way to prevent it from being detected by online — offline attackers. The
researchers dealt with improving the performance of the password and trying to make it safe from
attackers. Through completely right password authentication makes the resources accessible over
insecure channels [4]. Authentication is a very important protection system that is used to limit the
process of password penetration if it is used in a way that ensures that it is not hacked by any of the
multiple attacks [5]. Therefore, many of papers presented such authentication scheme that utilized two-
factor or multiple approaches in order to offer more safety [6]. This concept has been evolving to M2M
networks in the internet of things (I0T) [7-10].

For overcoming the vulnerabilities against attackers should be make the password authentication more
secure and more memorable for the users. Additionally, the users do not give them any opportunity to
penetrate and reveal it [11]. Many researchers have worked to find optimal solutions to authenticate the
password, some of them have worked on single server [12 - 15], and some worked on multiple server
[16-21]. However, most of these techniques vulnerable to the attackers like replaying attack and denial
of service attack. In addition to material and software overheads.

In this paper, do not need more costs and avoid plurality of algorithms. It uses mutual text authentication
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as a new solution which the text is predetermined by users. The overall of this method convincingly to
be more secure against both online and offline attacks.

Our proposed is that the short number is very easy to use and remember, but we should find a method
to protect this password from expected attacks. So, one time password based mutual text authentication
is presented in this paper, when the password is used by the user should the other entity uses the text
for the authenticate with the user. In the other hand, the user should authenticate with that entity.

The contributions of this paper can be summarized in the following points:

* Using a simple password does not reduce its importance by having a way to keep it confidential.

* Reduce the chances of attackers in the process of hacking the password.

+ Implementing the authentication process to increase confidentiality between two specific parties.

* In this paper, mutual text authentication is used as a new solution instead of most of the previous
researches, which uses multiple software and other costs.

The rest of this paper is organized as follows: Section 2 shows the related work, section 3 describes the
proposed scheme, discusses security analysis in Section 4, Section 5 shows performance of this work,
Section 6 concludes the paper.

Related Work

The proposed method in research [22] deals with a good method in the authentication process, but with
that, this method suffers in the process of protecting information from some attacks, as in replay attacks
and impersonation attacks. Through the proposed method [23], which is used in mobile and
communication systems, a new method has been proposed in the over-the-air authentication process
for the M2M networks. However, this method is considered irresistible to vulnerability to attacks in the
M2M systems. [24] produced a healthcare system based authentication. In this scheme, the authors
used ID based authentication method for M2M systems. Although this method strong in front of different
attacks but it cannot immune for denial of service. The technique in [25] is very important in achieving
authentication because it provides security that ensures that information is protected from attackers, and
therefore this method provides all the possibilities for the purpose of high-level protection and on the
number of being high-level security, Although this method is safe, it has little usability.

To achieve more security in the process of preserving information from various attacks, scientific
research has expanded to find modern methods that include biometrics, which can be used to obtain a
high level of security, but they are practically ineffective [26-27]. In research [28-30], the smart card was
used to authenticate the password and achieved many security features, but this work is weak against
impersonation attacks, in addition to not protecting the session key in a way that guarantees protection
from other attacks.

Proposed scheme

In this section we will describe the method. In general, this method depends on mutual text
authentication, meaning there are two parties. The first party must agree with the second party on some
secret messages between them, such as normal messages or a question and answer in order for the
authentication process to take place between them. Figure 1 shows the flowchart of our proposed.

We have two rounds in this scheme. In the first round, the first party (FP) will write its own password,
agreed upon in advance by both parties. Then send it to the second party (SP) who will work on it some
procedures to obtain E to send it again to the FP. The FP will compare his own E’ with E which sent by
SP, if the result is match that is mean the authentication is true. Otherwise the result is false and then
the system will be terminate. In the second round, and after the FP sent E’, the SP will add some
procedures on it to produce new result and compares with output which sent by FP, if output of FP=output
of SP that is mean there is authentication between them, otherwise, the process of the scheme is
terminate. Table 1 shows the notifications of our scheme.
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Input password(PWD) 6
digits by FP

send PWD to SP

By SP computes
E=h(PWD||M1)

send E to FP and then verify
result

NO

yes

By FP computes

E”=h(E’| | M2)

send E” to SP and then verify

result

NO Verify

By SP computes

E’’=h(E” || P) and send result to FP

No
< Verif

By FP computes

E"’”=h(E"”’| | N) and send result to SP
and then verify final result

Figure 1. Flowchart of our proposed
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Table 1. Notifications of the scheme

Symbol Definition
FP First party
SP Second party
PWD Password of FP
E The result after some procedures by SP one round
E’ The result after some procedures by FP one round
E” The result by FP second round
E” The result by SP second round
E”” The result by FP third round
E™” The result by SP third round

The steps of process of authentication between FP and SP will describe as follows: PWD=Password,
M=message.

*  FP will type his password which contains 6 digits from 0 to 9 randomly. Then, send it to the SP.

*  SP will do some procedures on his password:

0 E=UpdatePWD=h(PWD||M1).At this point it will be sent E to FP for verification.

*  Now, FP again will verify it by using some procedures as follows:

o FE’=h(PWDJ||M1) and compare E with E’ if both equals that is mean the verification is successful and
go the next step, otherwise, the process is stop.

* The next step is that the FP sent E” which contains E”=h(E’[|M2) to SP.

» SP produces E”’=h(E" |[M2) as a new result and then will compare it with sent by FP, (E”), if the
result is true that is mean SP authenticates with FP. Otherwise, the process is considered a failure. SP
computes E”” = h(E”’||P), and then sends it to FP.

* FP computes E™””= h(E””||P) and then compares it with result of SP. FP generates large prime
numbers p and q then calculates E””’=h(E""”’||[N=P*q), then sends E””” to SP.

* Finally, SP verifies his math with sent by FP. Figure 2 shows the procedures of our proposed
scheme.

FP sP
Choose PWD 6 digits PWD
from 0-9 randomly computes E:

E=h(PWD/|M1)

E

Verify : E’:?E
If so, computes:
E”’=h(E’| |M2) EZ verify : E”” :? E”

If so, computes:

£ E?"=h(E""| | P)
Verify: £ 2 £
If so, computes:
N=h(P*q)
E?"*"'=h(E"""| | N) 77700
Verlfy.‘ E////;;/ =? E”””
If so, the

authentication is true
otherwise, the process

is terminated

Figure 2. Structure of our proposed
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Security Analysis

At this point and in this section of the research, we will discuss the most important security features that
characterize it, and we will mention them as follows:

Mutual Authentication

Means that an attacker cannot impersonate the intended party. In this scheme, Password authentication
requires that there are four rounds in order to be achieved, otherwise the authentication process is
considered a failure and that it has been hacked by unauthorized parties.

As we can see in the above scheme Figure 1, the password will not alone be subject to unauthorized
parties, but rather it will be subject to pre-agreed changes between two specific parties. Therefore, if the
password is hacked, it will not benefit anything as long as it is subject to four rounds that are difficult to
penetrate and used once for each session between the two parties.

We note that in the method used there is an agreement between two specific parties on private
messages, as well as on the generation of large prime numbers and the hash process that is applied in
each calculation process, and all of this makes the process of hacking the password very difficult.

MITM (Man-In-The-Middle) attack

The attacker uses this attack when the user signs out the applications. The task of this attacker is that
he intersects between two parties for the purpose of obtaining information through which the hack takes
place. In our method, he does not benefit from any information he obtains as long as there are four
rounds to verify the work, and in each round the information is changed for one time only. As long as this
attack is used in the event of getting out of work in many cases, then it has no meaning in the method
used, where in each session the information is changed based on the information agreed upon between
the two parties. So, our scheme can resist MITM.

Our scheme resist the replay and dictionary attacks

The proposed system requires multiple operations to obtain the results, which are for one time in the
event of entering any application through the password. Thus, the values obtained are incomprehensible
and this can avoid dictionary attacks. Since at the end of the rounds, other values are used to verify the
password, and these values are calculated after adding large prime numbers, the system is resistant to
replay attacks. FP sends E to the SP in the first step. SP does some operations on E to generate E’ and
then sends it again to FP. At this point, the first round is begin for authentication process. And the
situation continues until the last round and the generation of new values and approval by both parties.
You can see that in Figure 1.

Resistance against offline-Attacks

The password, as we noted from the above figure, has been added to multiple calculations and for four
rounds for the purpose of obtaining authentication, so it cannot be hacked or known by offline dictionary
attacks. Only the person who can know what changes have occurred to the password is the one who
knows the confidential information of the system.

Performance scheme

We tested the method on 500 users and it achieved a great speed in performance. The average time
spent for each user is 0.0098. The following Figure 3 shows the speed gradient for a number of users
in this system, which is an ideal ratio while maintaining the confidentiality of information, as we
mentioned in the security analysis.
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Figure 3. Performance of the proposed system

Conclusion

This research paper deals with a very important topic, which is the confidentiality of the password
between two specific parties. Only an agreement between the parties on confidential information was
used in this way. It was assumed that this confidential information would be pre-agreed messages as
well as large prime numbers and use of this information for the purpose of authentication between the
two parties. The method used in the password authentication process is only one time in order to avoid
the various attacks that may occur to break the password, and it is just information previously agreed
upon. Therefore, we can say that this method is very impervious to online and offline attacks. The security
analysis shows that this scheme is very effective in resisting the various attacks that may occur. In
addition, the proposed system has achieved a high speed of implementation, as one user needs only
0.0098 seconds for the purpose of implementation.
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