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Abstract The Internet of Things (IoT) is a cutting-edge innovation that facilitates the cost-effective
development of smart system architectures. Although current regulations necessitate installing an analog
fire alarm system, such a system lacks the intelligence to instantly notify the appropriate parties in a timely
fashion. In addition, since people are not always present, an analog fire alarm will not be able to prevent
immediate danger or damage in the event of a fire. Therefore, the incident must be reported as soon as
possible to the appropriate party in order to lessen the impact of a fire. In this study, we suggest a smart
fire-alarm system made of a fire sensor and a sound sensor that can both detect fire and noise as well as
the status of the analog fire alarm system to ascertain whether the analog fire alarm system is operational.
We first tested our proposed smart fire alarm system to determine its effectiveness before putting it into
use. From there, we ran experiments to determine how well it worked. The outcomes show that the system
is trustworthy in a range of scenarios.

Keyword: IoT, fog computing, microcontroller, smart city, smart home.

Introduction

With the Internet of Things (loT) concept, more physical objects can be connected to the web. For
instance, smart homes' control and monitoring systems include intrusion alarms, fire alarms, and
thermostats. As a result, the 10T plays a significant and visible role in enhancing public life in various
contexts, frameworks, fields, and settings. Furthermore, through the 10T, all these physical objects can
talk to one another, sharing information and collaborating on decisions as they observe, listen, think, and
carry out their respective tasks [1]. The term "Fog computing” refers to the extension of cloud computing
towards the edge of networking, which enables the operation of storage, computation, and networking
services between end devices and data centers. Hence, Fog computing is also known as edge computing
[2-4]. Edge computing is typically referred to as a location responsible for the instantiation of services,
Fog computing refers to the ease of computation, and storage resources and services are located close
to devices and systems under end users' control. Although an IoT device directs some services and
processes to the network's edge using Fog computing, other applications are still managed using the
cloud, which provides data linkage [5]. Cloud computing provides end users access to data, information,
and software programs. However, cloud computing is often complemented by the Fog paradigm, which
speeds up operations and distributes communication and computation services to devices controlled by
end-users; on a larger geographical scale, cloud computing is often used alone [6,7]. Fog computing's
primary goal is to lessen the need for data to be sent to the cloud for tasks like processing and analysis
and to keep it there for safekeeping.
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Consequently, it is also utilized for logical, performance, and security reasons; it has an additional layer
of an edge that supports and resembles those of cloud computing and loT applications [8]. Furthermore,
low corresponding state-of-the-earth resolutions are provided. Finally, cloud computing and loT gadgets
are separated by a layer of Fog, which facilitates communication and information sharing between the
two. Besides, early standards examined cloud computing's inherited properties, such as integrity,
confidentiality, availability, trust and reputation, and authentication.

Computer vision is a fascinating loT application's ability to detect and recognize people's faces. loT
platforms incorporating computer vision systems can provide enhanced security for smart homes,
detecting when a person is in the wrong place and, consequently, whether that person is a bad fit for their
surroundings.

Related Works

Every organization has an information desk that provides customers and employees with information,
advertisements, and numerous natifications. The challenge is that it calls for a team of people solely
responsible for that task and always has the most recent information regarding the company and its
advertising offers [9]. In addition, there are now numerous connected gadgets around us, thanks to the
IoT. Many anticipate that sensing and actuation, many embedded in "things," will one-day cover cities
and the world, ushering in the era of the "smart world." Work along these lines has been done by many
people all over the world. In addition to its use in the criminal justice system, the Design a Crime Detection
System can be put to good use in other settings, such as in schools and public transportation hubs like
train stations, bus terminals, and airports. The temperature sensor is also utilized for climate regulation in
the mall's central air conditioning system [10]. Its utility extends beyond commercial enterprises to include
industrial institutions. Some places where the 10T is commonly used include hospitals, where an E-display
system may show emergency messages [11-13]. This section will examine the most recent research in
the Fog computing environment, as shown in Table 1, where security is a particularly serious issue due
to the dispersed nature of data storage.

Regarding cloud computing, users are most concerned about security and privacy [14]. Although various
approaches to fog computing have been studied in academia and industry, data security and privacy
protection are becoming more crucial for the advancement of fog computing technology in business,
industry, and government [15]. Vehicular fog computing (VFC), which makes use of moving cars as nodes
in a distributed network of sensors and processors, was first proposed by Hou et al. [16]. They advised
using this framework to enhance user interaction and computation by combining the resources of each
vehicle. After conducting a quantitative analysis of VFC's capabilities, the authors presented four
scenarios in which stationary and moving vehicles act as the central nodes of communication and
computation. To better communicate certificate revocation information across 10T devices, for instance.
[17] investigated security and privacy concerns in loT contexts and suggested a technique to improve
security that makes use of the Fog. They also offered a case study demonstrating how fog computing
was utilized to safely disseminate data regarding revoked certificates in 10T settings.

Therefore, in [18], a framework was provided to comprehend, investigate, and model service delays in
loT-Fog-cloud application situations.In order to lessen service delays to 10T nodes, also suggested a
policy for Fog nodes to adhere to. Their suggested strategy employs inter-Fog communication to reduce
service wait times. [19] Focused on mobile 10T devices and the primary problems that would arise while
studying mobility support in a Fog computing environment. Moreover, they detailed three scenarios in
which mobility support is crucial in integrating the loP and Fog computing. Furthermore, Sookhak et al.
[20] introduced VFC to use vehicles' idle resources to increase the efficacy of Fog computing. To further
elaborate on the decision-making processes and the distribution of services across vehicles as Fog
nodes, they presented a cross-layer architecture for VFC.

Additionally, to determine the vulnerabilities inherent in existing Fog computing models. [21] Performed
an analysis of Fog computing programs in order to spot typical security flaws. They said that many Fog
platforms are insecure because developers of these apps tend to prioritize functionality over security.
Therefore, they aimed to give future security-relevant directions for Fog computing by analyzing the
impact of security problems and potential remedies. Furthermore, Mahmud et al. [22] introduced a
classification scheme for Fog computing that considers the technology's many difficulties and
characteristics. Finally, Table 1 illustrates an overview of the Fog computing and IoT integration literature,
emphasizing each paper's unique contribution and grouped in reverse chronological order.
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Table 1. An overview of Fog computing and |oT integration

Author Year Method
Mahmud et al. [17] 2018 Introduced a classification scheme for Fog computing that
considers the technology's many difficulties and characteristics
Khan et al. [16] 2017 Performed an analysis of Fog computing programs in order to
spot typical security flaws
Sookhak et al. [15] 2017 Introduced VFC to make use of vehicles' idle resources to
increase the efficacy of Fog computing
Puliafito et al. [14] 2017 Focused on mobile 10T devices and the primary problems that
would arise while studying mobility support in a Fog computing
environment
Yousefpour et al. [13] 2017 Proposed a new framework to comprehend, analyze, and
model service delays in loT-Fog-cloud application scenarios
Alrawais et al. [12] 2017 Presented a mechanism for enhancing security that uses the
Fog to disseminate certificate revocation information among loT
devices better and explored security and privacy concerns in
loT settings
Hou et al. [11] 2016 Introduced the concept of VFC, which uses moving automobiles

as nodes in a distributed network of sensors and processors.

loT: Its Current State and the Challenges It Faces

10T is a concept that centers on the pervasive presence of networked, communicative smart gadgets in
everyday life and surroundings. According to CISCO's predictions, web-connected devices surpassed the
human inhabitants at 2010 and are expected to reach over 50 billion by 2020 [23]. Despite these tricks'
relatively low point bandwidth requirements, they generate massive amounts of information that need to
be saved, processed, and presented transparently and straightforwardly [24-26].

Consequently, as it is typically organized nowadays, l0T architecture is depicted at a high level in Figure
1. The four main pillars of the Internet of Things are sensing devices (things), local communication
networks, internet clouds, and back-end IoT applications. Sensing technology is used to gather data about
the physical world. In the end, loT applications (like those for smart transportation, healthcare, precision
agriculture, video surveillance, etc.) use these insights to better serve customers. Due to the limited
storage and processing power of most 10T devices, most applications rely on cloud services to handle
data collection, management, and analysis. Different sensing gadgets use various forms of
communication to link up with the cloud. The more robust ones either have built-in support for 3G or 4G
cellular networks or link to the Internet gateway via Wi-Fi or Ethernet. However, some devices cannot
handle the high power requirements of these communication models (e.g., battery-operated devices).
Other technologies, such as Bluetooth, ZigBee, and NFC, facilitate short-range communication between
low-power devices (Near-Field Communication). After the raw data produced by one or more sensing
sources has been properly processed in the cloud, the end user is given the pertinent insights. For
example, it could be another M2M (Machine-to-Machine) workflow device serving a commercial or
industrial client.

The cloud provides scalable and low-cost options for managing loT-generated data. Furthermore, the
storage, processing power, and energy constraints of I0T devices are mitigated by this system, allowing
for analysis of hitherto unimaginable complexity [27]. Also, If concerned about the costs of deployment
and ongoing operations, the "pay as you go" model of cloud computing offers a more practical option for
the ownership and management of private data centers (D.Cs). The current Cloud services, on the other
hand, were initially created for conventional Web applications, which are not significantly impacted by the
distance between edge devices and data centers. On the other hand, many new Internet of Things
applications (such as intelligent traffic lights and target tracking systems) demand real-time interaction
and mobility support, making network latency a significant limiting factor. Moreover, I0T devices are
located far from the cloud, which is not the only factor contributing to network latency.

Additionally, it is brought on by queuing delay, which is not something that can be ignored on congested
networks. If the traffic volume were to be dispersed uniformly across the network, the effect of queue
delays may be mitigated. Unfortunately, under the current architecture of the Internet, which is
characterized by a dispersed control plane, dynamic routing is regarded as having a lower potential for
risk than it has for the benefit [28].
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Figure 1. Traditional 10T architecture

In addition, the most common form of deployment is the straightforward shortest path routing architecture.
In addition, there is a dearth of specialized mechanisms for controlling connection. This issue needs to
be fixed to properly capitalize on the opportunities presented by diverse access networks in 10T scenarios.

Fog Computing (FC)

The following subsections cover the basics of Fog computing and its features, advantages, and
architecture.

Fog Computing Definition

Fog computing is a limited-capabilities computing model, similar to standard cloud computing, in that it
involves the distribution of processing, storage, and networking services across many end devices. As a
result, it is an excellent option for real-time IoT programs that cannot afford any gap [29]. While Cisco [30]
may have been the first to use the phrase "Fog computing," it has since been characterized in various
ways by academics and businesses. [31] provided a general definition of Fog computing. It is stated, "Fog
Computing is a geographically distributed computing architecture with a resource pool which consists of
one or more ubiquitously connected heterogeneous devices (including edge devices) at the edge of the
network and not exclusively seamlessly backed by Cloud services, to collaboratively provide elastic
computation, storage and communication, and many other new services and tasks, in isolated
environments to a large scale of clients in proximity." The authors in [31, 32] defined FC as; "a scenario
where a huge number of heterogeneous, wireless and sometimes autonomous, ubiquitous and
decentralized devices communicate and potentially cooperate among them and with the network to
perform storage and processing tasks without the intervention of third parties. These tasks can support
basic network functions or new services and applications running in a sandboxed environment. Users
leasing part of their devices to host these services get incentives for doing so". FC is also defined by the
Open Fog Consortium [33] as; "a system-level horizontal architecture that distributes resources and
services of computing, storage, control and networking anywhere along the continuum from Cloud to
Things."

Fog Computing Characteristics

An extension of the cloud that is physically closer to the IoT data processing equipment is fog computing.
Fog computing, as shown in Figure 2, acts as a conduit between end devices and the cloud, bringing
compute, storage, and network capabilities closer to the devices themselves. These devices are
commonly referred to as fog nodes. They can be installed almost anywhere as long as there is an active
internet connection. Industrial controls, switches, routers, embedded servers, and security cameras are
all examples of Fog nodes [34-37] because to their ability to compute, store data, and connect to a
network.
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Figure 2. Fog computing is an expansion of cloud computing closer to the end devices.

One could say that Fog computing is the foundation upon which the cloud rests. The following is a
summary of the features that define Fog computing, as described in [31,38] :

Heterogeneousness: Fog nodes, also known as end devices, are manufactured by various companies
and come in various shapes, sizes, and platform requirements. Therefore, the Fog is compatible with a
variety of systems.

Interoperability: Various domains and service providers are compatible with Fog components.

Real-time interactions: In contrast to the batch processing used by the cloud, applications built for Fog
computing enable real-time interactions between Fog nodes.

Support for online analytics and interplay with the cloud: Positioned in-between cloud resources and client
devices, Fog plays a crucial part in data ingestion and local processing.

Mobility support: Fog applications rely heavily on a distributed directory system, and their capacity to
connect directly to mobile devices is a key component in enabling mobility techniques like the Locator ID
Separation Protocol (LISP).

Location awareness and low latency: As Fog hodes can be placed anywhere, the network must be aware
of its surroundings. Additionally, the Fog's proximity to end devices means that its data processing
reduces latency.

Scalability: The environment is constantly being monitored by vast networks of sensors. Large-scale end
devices can access Fog's dispersed computing and storage resources.

Geographical distribution: Unlike those hosted in a centralized cloud, Fog services, and applications are
location independent and can be used independently of one another.

The construction of Fog Computing

FC is a method that moves some tasks from a data center for the network’s periphery. The Fog is an
extension of the classic cloud computing model in which data centers are supplemented by end-user
devices to provide computing, storage, and networking services. Fog computing's main goal is to supply
time-sensitive loT applications with low and predictable latency [39]. As shown in Figure 3, the six layers
that structure FC architecture is comprised of the physical and virtualization layer [40], the monitoring
layer [41], the pre-processing layer [42], the temporary storage layer [43], the security layer [44], and the
transport layer [45].
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Figure 3. Layered architecture of Fog computing.

Several types of nodes, including physical, virtual, and virtual sensor networks, make up the physical and
virtualization layer. Each different kind of node has different requirements for management and upkeep.
The environment is sensed by a network of dispersed sensors, which then relay that information through
a series of gateways to the higher levels for analysis and refinement [43, 44]. At the monitoring layer, we
keep an eye on how well our resources are being used, how reliable our sensors and Fog nodes are, and
how stable our networks are. This layer keeps track of all the work done by the network's nodes, keeping
tabs on which ones are doing what, when, and what comes next. Additionally, the health and availability
of all infrastructure-deployed applications and services are tracked [42-46].

The data management tasks are executed in the pre-processing layer. In this stage, the collected data is
analyzed, and useful information is extracted through data filtering and trimming. Next, the data are placed
in a temporary storage layer while being finalized for use. When data are uploaded to the cloud, they are
no longer required to be kept locally so that the intermediary storage devices can be discarded [40, 46].
Finally, encryption and decryption are important functions of the security layer.

Additionally, the data can be safeguarded against manipulation via integrity measures. After pre-
processing, data are uploaded to the cloud in the transport layer so that additional services can be
generated and extracted [40, 46]. To conclude, in order to save space and bandwidth, just a portion of
data is uploaded to the cloud. To put it another way, the data are processed at the gateway device before
being uploaded to the cloud. "gateway" means "smart gateway" [47,48] here.

Sensor networks collect data and send it to the cloud via smart gateways for Mechanical and electronic
gadgets connected to the web. The data collected from these numerous sources is then used to power
the many user-facing services that make up cloud computing [49, 50]. Considering Fog's meager
resources, a Fog computing communication protocol must be highly effective, lightweight, and flexible.
Therefore, Fog's application scenario should guide the communication protocol selection [51-53].

Methodology

Protection of privacy requires a great deal of labor. The development of standards is the result of ongoing,
in-depth study on loT privacy protection technology. People's grasp of privacy protection is profound, and
their awareness of it is increasingly obvious, which is the main manifestation. For instance, if user
information is required, the service provider must clearly define the scope, approach, and purpose of data
collection and use. While using data, the user should have the freedom to discover the truth. At this point,
there are a lot more standards, and privacy protection management and technology have been vastly
enhanced in terms of standardization. The logical use of private information has entered an inertial and
unstoppable trend.

The loT architecture model described in this section makes use of both the Fog computing paradigm and
our design system. The suggested remedy is inspired by recent works. As stated earlier, the significant
issues addressed in this study included the poor performance of the Crime Detection System. Here, the
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researchers have described the stages of the proposed framework used in this research. This study
attempted to propose and develop to Design a Crime Detection System Based on Fog Computing and
loT.

We use the camera to capture images whenever a PIR sensor detects motion in the proposed system.
The captured images will then be run through a computer vision module to locate the faces. Once that is
done, we will pack it up and send it to Smartphone via mail. If we are serious about securing the area,
this system is essential. Therefore, motion detection and facial recognition are the two main features of
the application. The system will not proceed to facial recognition if no motion is detected.

In any case, if motion was detected, the face identification algorithm will take into account the motion in
the current frame. The suggested system's entire research structure is shown in Figure 4. All the
fundamentals of burglary and fire detection are included in the scheme's structure.

Start
 — —
Error Checking off Error M" off
I s:sl:‘r‘s ] 1 SHISOI";
on|— Sent to fog ol
m Call Alarm Water system Call Alarm Sent to fog
I I—
[phose 3 | I N
-
l on
Alarm Senttofog = Vatersystem

Figure 4. Framework diagram

Phase 1: In the first part of the diagram, the system will monitor the state of the sensors if they are working
correctly and make sure to monitor the change of state and send the data to the Fog computing.

Phase 2: In this part of the diagram, it shows the procedures that the system performs when changing
the sensor's state to a fire alarm or intrusion alarm, such as contacting the system administrator, activating
the firefighting system, sending data to Fog computing, and contacting the authorities that will control the
penetration or the fire.

Phase 3: In this section of the diagram, the system will monitor the changes in the sensor's state until the
building is controlled

Result and Discussion

The introduced system typically consists of two main components, the first of which is concerned with
home security and the latter of which is used for automatic control. The Arduino is used to program both
components, which are based on Arduino microcontrollers. The infrared (IR) sensor and the fire alarm
form the foundation of the home's security system. The burglar must cross in front of the IR sensor for
the sensor to immediately return a logic value to the Arduino Nano kit, which switches on the alarm sound.
Additionally, the fire alarm sensor will act similarly. The Arduino Nano follows the previously described
protocol when there is a fire.

When it comes to responding to emergencies, the Internet of Things allows for speedier reactions
because to reduced need for software development. Most fire alarms, however, are designed in such a
way that the sensor reliably identifies the places at which the alarm should go off. Both the Penetration
alarm and the fire detection alarm will trigger when sensing a fire, but the fire sensor can provide more
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precise data.. A version of codes that includes looping has been attached to the system Figure 5 and
Figure 6. The face detection process is given in Figure 6. The first step is to run the raw image through
the face detector. In order to weed out bogus candidates, the spatial correlation of face parts between
models and detected regions will be taken into account after the "faces" have been sent out. True
identities will be protected at last.

Analog Fire Alarm A -\"L»}
> 7 Cloud

€ A

Fire

Smart Fire
\Alarm Detector j | :

/ Router

Smart Phone

Figure 5. The shortest response time can provide faster reaction

s,

Face

Figure 6. Faster reaction can be reached by the shortest response time

Conclusion

Due to the two exabytes of data produced daily by the Internet of Things, cloud computing now has a
partner in fog computing to help it process this data. As a result, the problems caused by the explosion in
data volume, variety, and velocity can be overcome by processing data nearer to where it is produced
and needed. In addition, fog computing speeds up detection and reaction to events by avoiding a return
trip to the cloud for analysis. Finally, diverting terabytes of data away from the main network eliminates
the need for expensive bandwidth upgrades. Furthermore, it safeguards private 10T data by processing it
internally. Ultimately, organizations that adopt Fog computing gain more profound and faster insights,
leading to increased business agility, higher service levels, and improved safety. Home security using the
Internet of Things has been experimentally proven to work satisfactorily by connecting simple appliances
to it, and the appliances were successfully controlled remotely through the Internet. The designed system
not only monitors the sensor data, like temperature, gas, light, and motion sensors but also actuates a
process according to the requirement.
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