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Abstract. Post quantum is a general name to all the techniques which are safe against the 

quantum computer attack. The wireless network is one of the most important means of 
communication. Wireless network security is a top priority. Wireless networks use conventional 
cryptography, which has various flaws, whereas quantum cryptography claims to be completely 
secure. It wasn't long after quantum computers became operational that people began to think 
about new ways to secure electronic communications. After considering all of the weaknesses in 
conventional cryptosystems, individuals began to look for new ways to secure electronic 
communications. Traditional cryptography has many problems, but quantum cryptography 
addresses nearly all of them. 
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Introduction 
 
With the help of cryptography, sensitive information can be transmitted securely, even while 
malicious actors are present. The difficulty of a one-way mathematical function has long been used 
in traditional cryptography. In terms of safety, you get what you pay for. It's a weak defense 
mechanism [1]. Neither the sender nor the recipient of a message can detect the presence of an 
adversary using standard cryptographic methods. RSA is the most popular classical cryptographic 
algorithm, and it relies on the difficulty of factoring a number generated by multiplying two huge 
prime integers. Since the advent of quantum computers, all classical cryptosystems have been 
cracked, prompting researchers to consider alternatives to classical cryptography to ensure the 
safety of future electronic communication. As flaws in classic cryptosystems became more 
apparent, people started looking for alternatives [2]. Some of quantum computing's benefits in the 
real world include the following: A qubit's quantum mechanical properties make it useful for a wide 
range of applications when combined with the right quantum data [3]. The cloning property of the 
qubit is worthless if the message conveyed through it is secret and a duplicate is wanted [4]. 
Quantum physics states that measuring a qubit degrades its state or its superposition. This will 
help you maintain the privacy of your conversations. Classical information systems employ bits to 
denote digital signals. Each classical bit can take either a 0 or 1 value, and there are 2n bit vectors 
for a vector of length n [5]. Post-quantum encryption (or quantum-resistant cryptography) provides 
a solution to the problem of developing safe cryptographic systems compatible with current 
protocols and networks [6]. Integer factorization, discrete logarithm, and elliptic curve discrete 
logarithm are three common mathematical difficulties used in today's most famous algorithms. 
When Shor's approach is combined with a sufficiently robust quantum computer, all of these issues 
become trivial to solve [7]. Despite the fact that quantum computers lack the necessary processing 
capacity to crack any practical cryptographic algorithms [8], for the off chance that this 
circumstance ever changes, multiple cryptographers are busy creating new algorithms. In quantum 
encoding, quantum states (or qubits) are used to store information in place of the bits used in 
regular digital transmission. As a standard quantum state representation, the photon is widely 
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used. Quantum keys are kept secure thanks to the peculiarities of quantum states. Based on what 
they do to distribute keys, quantum cryptography techniques can be broken down into two broad 
categories [9-12]. 

 
Post Quantum Cryptography 
 
When discussing cryptography in the post-quantum era, it is assumed that the hacker has access to 
a quantum computer. Researchers work under this premise while designing and assessing new 
cryptosystems. Once a quantum computer is created, public-key cryptography and digital signatures 
will be rendered useless [13, 14]. This section delves into the state of the art and future prospects 
for secure cryptosystems in the post-quantum era. Nowadays, cryptography is indispensable in all 
kinds of technological contexts. Most currency in use nowadays is electronic. The use of a pin code 
on a smartphone provides a measure of privacy; this is made possible through encryption [15]. Post-
quantum cryptography, also termed quantum-resistant cryptography, aims to build secure 
cryptographic systems compatible with contemporary communication protocols and networks. [16]. 
It's possible that large-scale, functional quantum computers could soon be within reach. Developing 
quantum-safe algorithms is a laborious process. Picking a function that is hard to compute in one 
direction but easy in another is the first step. The user should be able to quickly and easily calculate 
these functions, but hackers will find them somewhat difficult [17]. Researchers also need to assess 
the efficacy of the offered algorithms. A theoretically sound algorithm may nonetheless not be user-
friendly. In the case of algorithms with key sizes greater than one megabyte, for instance, the 
required bandwidth may be too great to make their use practicable [18]. Furthermore, there is the 
problem of cryptanalysis to consider. It is important for algorithms to be secure against timing and 
side-channel attacks. The necessity for speed in post-quantum cryptography arises from the fact 
that developing an appropriate algorithm is a time-consuming procedure [19]. As of 2015, the NSA 
has been using quantum-safe algorithms. Additionally, NIST has begun research towards 
standardizing cryptographic approaches for the era after quantum computing. There is no way to 
determine when a quantum computer strong enough to crack current cryptography will be available 
to the public. Data developed today may need to be encrypted with techniques that are immune to 
the effects of quantum computing if it is to be kept safe. Before quantum computers become widely 
available, the shift to cryptography that is immune to the effects of quantum computing must be 
completed. These adjustments are presently in the process of being made [20, 21]. 

 
Post Quantum Cryptosystems 
 
In contrast to encryption methods that are based on quantum physics, post-quantum cryptosystems 
are predicated on a series of mathematical problems that are simple for the receiver to answer but 
challenging for the hacker. 

 
Lattice-based Cryptography 
 
Lattice-based in the subject of information security, cryptography is a subfield that can be utilized to 
make up for the deficiencies of the RSA algorithm. This method of encryption is founded on the fact 
that solving problems involving lattices is challenging for both classical and quantum computers. 
You might imagine a lattice as a grid of vectors or points in a two-dimensional space that goes on 
forever, as shown in Figure 1 a. traditionally, computers only have so much memory, yet we need 
an infinite number of items to accurately represent a lattice. This is why there needs to be a 
standardized means of representing lattices in computer cryptography. When discussing the 
methods used in cryptography to describe lattices in order to address memory-related issues on 
modern computers, the term "Basis of lattice" is commonly used to denote this prevalent approach. 
The "Basis of lattice" refers to the set of tiny vectors used to recreate the lattice's grid of points [22]. 
There can be various lattice bases, of which two specific varieties are utilized in lattice-based 
cryptography. 

(1) On a short basis  

(2) On a long basis 

A lattice with a basis constructed entirely of short vectors is said to have a short basis (Figure 1 b). 
But if the lattice's basis is composed entirely of long vectors, we say that it has a long basis (Figure 
1 c). One approach to see them is as the respective private and public keys for lattice-based 
encryption. 
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Figure 1. Lattice based cryptosystem [23] 
 

 
Multivariate Cryptography 
 
It is a supplementary approach of cryptography that is predicated on multivariate equations 
(sometimes written as multivariate equations). In multivariate public key cryptosystems, nonlinear 
multivariate polynomials are utilized as the key generating function [24]. 

 
Hash-based Cryptography 
 
The term "hash-based cryptography" is used to describe any type of cryptographic primitive that 
relies on the security provided by hash functions. Considerations of its possible uses in post-
quantum cryptography are intriguing. Current uses for hash-based encryption include zero-
knowledge and computational integrity proofs like the zk-STARK proof system, digital signature 
systems like the Merkle signature method, and range proofs over issued credentials via the 
HashWires protocol. One-time signature schemes and Merkle tree structures meet in hash-based 
signature schemes. One-time signature schemes allow for the consolidation of numerous keys into 
a single, more robust structure because each key may only be used to sign a single message. The 
appropriate tool for the job is a Merkle tree. One "a-ha" moment was when I realized that the 
information was organized like a tree [25]. 

 
Code-based Cryptography 
 
Code-based cryptography is one of the most promising post-quantum cryptographic approaches. 
Numerous successful implementations of the most important cryptographic primitives (encryption, 
signature, zero-knowledge, hashing, etc.) can be constructed using this method. Additionally, this 
group's security is well understood. The following describes the core concept of encryption. Assume 
the sender (Alice) mistakesnly uses the recipient's (Bob) public key in the message (Figure 2). The 
problem is introduced in a way that only Bob can notice and fix because he has the private key. The 
bounded distance decoding problem is NP-Complete, making it inefficient for the hacker to fix the 
mistake [26-28]. 

 
Figure 2. Code based cryptosystem [29] 
 
 

Isogeny-based Cryptography 
 
If and when big quantum computers become viable, all currently frequently used public key 
cryptography methods will fail. Even the most enthusiastic proponents of quantum computing 
believe such machines are years, if not decades, away. However, developing, testing, and 
deploying new encryption methods can take years, if not decades, therefore researchers are 
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working now to have quantum-resistant encryption systems in place by the time they are required. 
Isogeny-based encryption is one type of quantum-resistant encryption technology. This class is 
notable for at least two methods: it employs the smallest keys and the most complex math [30]. 
To retain present levels of security, most post-quantum encryption techniques require substantially 
longer keys, two or three orders of magnitude longer. Isogeny-based encryption has the shortest 
keys of any proposed post-quantum encryption technology, with keys that are around the same size 
as those currently in use. Isogeny-based cryptography has a complex mathematical foundation [31]. 

 
Quantum Cryptography Implementation in Wireless 
Network 
 
To use quantum cryptography to safeguard key distribution in wireless networks is the major goal. 
We came to the conclusion that the IEEE 802.11 family of standards (also known as Wi-Fi) is the 
best option for quantum key distribution (QKD) due to the fact that the standard area is so limited. 
This suggests that Wi-Fi may be less susceptible to the kinds of environmental shifts that hinder the 
performance of quantum missions in Wi-Fi networks. This new method of communication makes 
use of both the standard Wi-Fi network and the more exotic quantum network [32]. Quantum 
cryptography solves all the problems with the classical method. A secure cryptosystem based 
entirely on quantum mechanical forces has been created for the first time [33]. The ability to identify 
a potential key thief is fundamental to quantum cryptography. Because monitoring them would 
destroy their quantum state, it is impossible to make a copy of a quantum bit. Let's pretend 
eavesdropper Eve is after a secret chat. The quantum cryptosystem is safe according to the No-
Cloning theorem. Eve can only learn what she needs to know by inducing a perturbation in one of 
the photon's non-orthogonal states [34]. Protocols like as BB84, B92, E91, and SARG04 are already 
available for use in the implementation of quantum cryptography. BB84 is the default protocol used 
by the majority of internet users. In BB84, Alice and Bob are able to talk to one another over both 
private quantum channels (optical fibers) and open internet channels (internet etc.). There are two 
steps involved in distributing quantum keys [35]. 

 
Via Quantum Channel (one way correspondence) 
 
Alice chooses a random sequence of bits and encodes them using either a linear or diagonal base. 
First, let's do this. After encoding each bit with the appropriate polarization, Alice uses the quantum 
channel to send a photon to Bob for each bit. In Step 2, Bob gathers the polarized rays by picking 
bases at random [36,37]. By means of a freely accessible forum (including two-way interaction): 
Alice communicates with Bob about the polarization state she employed when sending a bit, but the 
bit's value remains secret. Bob uses this evaluation to figure out if the polarization state lists Alice 
provided him are similar to the lists he generated on his own [38]. 

 
Via Public Channel (two-way communication) 
 
Through the use of the shared medium, Alice informs Bob of the polarization state she has chosen 
for each bit she sends. Yet she keeps the actual bit value from him [39]. Then, Bob checks Alice's 
polarization state list against the one he compiled from a statistical sampling of the population. The 
raw key can be created by combining the two lists, but it is not safe because Eve can eavesdrop on 
selected data while in transit. Getting the right key entails four primary steps: coarse key sifting, 
error assessment, error remedy, and privacy intensification [40, 40]. 

 
Threats to Current State Cryptography Systems   

 
Cryptography ensures the confidentiality of data. In the post-industrial era of personal computers, its 
application has been widespread. SSL/TLS encryption is employed by every website we visit. 
Similarly, encryption protects the privacy of our emails and other electronic conversations [42]. 
Modern cryptosystems use the premise that some math problems are easier to solve in one 
direction. They are described using the term "computationally secure." This does not imply that 
cracking these systems is impossible, but it does imply that it takes a great deal of time a great deal 
of time that practically grows exponentially with input length. If a quicker algorithm is devised, these 
systems will fail. However, some cryptosystems are secure from an information-theoretic standpoint. 
Even if we gave these systems a limitless amount of computer power, they would still be 
impregnable. Consider the disposable pad (OTP). As the key and the data to be encrypted must 
have the same length, OTP is rarely used in reality [50]. One of the most prevalent types of 
cryptosystems is symmetric encryption, while asymmetric encryption is the other [43]. 

1. When both parties in a conversation use the same encryption method, the method is said to be 
symmetric. The message can be encrypted and decrypted with the same key. Up until 1976, it was 
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the gold standard for secure communications. In Figure 3a, we see Alice and Bob. In this exchange, 
Alice acts as the transmitter. So that only Bob can decipher the message. To hide the contents of 
her communication, Alice enters a key. This key is shared by Bob and Alice. Bob deciphers the 
message that was sent to him. By utilizing Alice's key, Bob can read her encrypted message [44]. 

2. Asymmetric encryption is a method of data security where two mathematically connected 
cryptographic keys are used to encrypt data in secret. They are referred to as public-private key 
pairs. After information is encrypted using a public key, it may be decrypted by only the 
corresponding private key. There is a mathematical connection between the keys, but you can't 
figure out which one would unlock the other. Those on the receiving end must produce both the 
public and private keys. Many distinct asymmetric encryption methods [45] are capable of 
generating such keys. To facilitate communication between themselves, Bob shares his public key 
with Alice, as depicted in Figure 3b. Therefore, Alice can encrypt the vital file she has to send to Bob 
using Bob's public key. Alice can send Bob the file through email, fax, or any other method she 
chooses now. With access to the matching private key, only Bob can read the encrypted file. Given 
that she only has access to the public key, Alice is unable to read the encrypted file [46]. This 
addresses a significant weakness of Symmetric cryptography, namely that it is possible for an 
adversary to decode a file if they acquire both the document and the public key. How effectively the 
other party safeguards his private key will decide how effective and secure this system is. Almost all 
critical data transmission use cases now make use of asymmetric encryption. All HTTPS websites, 
the most popular messaging services, email protocols, and so on all use asymmetric encryption [47, 
48]. 

        
 

 
 

Figure 3. A flow diagram illustrating the encryption and decryption of data in symmetric and 
asymmetric encryption schemes [49]. 
 

Challenges in Post-quantum Cryptography 
 
In an ideal world, key-sharing and digital signature algorithms, which rely on public-key 
cryptography, will have "drop-in replacements" available that do not require the use of quantum 
computers. According to NIST, several of the proposed post-quantum cryptography standards are 
flawed to the point where they cannot be used independently. Excessive key or signature sizes, as 
well as sender-recipient asymmetry, fall into this category [50]. Implementations and standards 
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based on these techniques may need to provide support for, and answers to, issues like Public key 
validation, Public key reuse, unexpected decryption failure, and Selection of new auxiliary 
functions. Because of these obstacles and limits, it is unknown whether or not post-quantum 
algorithms will be able to integrate with current protocols. New and revised protocols will be 
required to detail the appropriate use of algorithms in various contexts, the partitioning of 
messages to address size issues, etc. Once the final algorithms have been selected, these new 
protocols must be established so that standardized implementations may be developed [51]. 

 
Future Steps Towards the Post Quantum Techniques 
 
The steps that need to be taken in order to successfully make the transition to post-quantum 
encryption. These include the following: 
1. Once post-quantum algorithms have been selected, guidelines will be developed to describe 
how they should be implemented after they have been chosen. 
2. Determining different uses for cryptography Cryptographic processes underpin a wide variety of 
components that make up today's technology. Because it is sometimes challenging for 
organizations to determine the locations within their environments where cryptography may expose 
them to a vulnerability, the development of tools and methods for identifying instances of 
cryptographic usage has become necessary. 
3. The creation of mechanisms for the updating of algorithms. There are several situations in which 
traditional methods simply cannot be substituted for post-quantum cryptography algorithms. In 
order for these unique algorithms to function properly, it will be necessary to develop new 
protocols. 

 
Conclusion 
 
Quantum computing is an exciting area of study that merges IT, Math, and Physics. It can handle 
tasks that even the most advanced modern supercomputers have trouble with. Quantum 
computers may not be able to completely replace traditional computers, but their ability to solve 
difficult problems may allow researchers to delve into hitherto uncharted areas of knowledge. One 
of the most promising future uses for quantum computers is in the realm of quantum simulation. 
New medicines and materials may be developed as a result of its capability to shed light on 
complex molecular and chemical interactions. The optimization of logistical processes, the 
assessment of financial risk, and the development of machine learning are just a few examples of 
how quantum computers could have a major impact on our daily lives. One way in which emerging 
technologies can have unintended consequences is by posing a threat to the existing 
cryptosystem. The risks to modern cryptography are discussed in this book, and they may have a 
significant impact on the current cryptosystem. Research and discussion center on the potential 
danger that quantum computers pose to the current cryptosystem. This research explores some of 
the many post-quantum cryptosystems now in development to address this issue. New, more 
efficient algorithms are being developed, and this may make it possible to avoid a slowdown in 
data transmission while still being resistant to quantum computing. Quantum key distribution (QKD) 
and other cryptosystems use quantum mechanics to counteract the threats posed by quantum 
computers. Thanks to the latest enhancements, we may have confidence that our communications 
will remain secure in the future. 
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