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Abstract Smart building management systems today employ the architectural multi-level creation of a 

system of unified components. Such a market is dynamic and always expanding, and sometimes the 

developers of such components stop maintaining their products or even collapse and vanish. It's not 

always possible to use professional-level components from proven developers when a building 

automation system (BAS) project budget is limited. The construction and analysis of models that consider 

the dependability and cyber security aspects of maintenance as well as ways of validating the selection 

of components, strategies, and service parameters are both necessary steps in finding compromises 

between the BAS architecture's value and quality. Use of information technology to determine 

maintenance parameters based on a model and model development approach. 
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Introduction 
 
Cloud computing, the Internet of Things, and other forms of embedded intelligence are all contributing to 

the rise of new types of IT system design for smart buildings [1], such as apartments, office buildings, 

public buildings, and university campuses, for example [2]. A building automation system is a collection 

of subsystems that conduct information and control operations (BAS) [3]. It is difficult to evaluate the 

operational dependability and cyber security of software and infrastructure resources because of dynamic 

processes like information exchange between subsystems and BAS components, software modification 

to eliminate design flaws [4], and vulnerability patching used for attacks [5]. Development of a theoretical 

framework for assessing and ensuring dependability, as well as the availability of information systems 

and control systems, in the context of cyber security [6]. Various formal methods, like FMECA-analysis 

of the fault and attack tree and Markov models of availability, are used to evaluate the reliability of 

hardware and software (HW and SW) [7]. According to the characteristics of the BAS components and 

architecture, various service strategies concerning reliability and cyber security are not examined in detail 

[8-11]. As a result, the scientific challenge is to develop models and methods of information technology 

for the availability of Smart Building Information and Control System Cyber security, taking into account 

attacks on vulnerabilities and defects in software components, common and separate maintenance 

procedures by reliability, and security [12]. 
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Method 
 
By integrating mathematical models, engineering algorithms, and related software tools that form the 

applied information technology of evaluation and ensuring the availability of control systems [13], cyber-

attacks on smart building control systems can be averted [14]. Building control systems for smart 

buildings can be simulated and analyzed using a computer program that considers both failures and 

attacks on the components of their architecture [15]. Set theory and reliability theory were utilized to build 

trees for the analysis of faults and attacks that take into account the impact of component inadequacies 

and weaknesses at various system levels, probability theory, Markov analysis, and mathematical 

statistics [16]. First, a method to select and define parameters for the maintenance of smart building 

systems has been developed that takes into account different maintenance procedures as well as the 

elimination of component defects and vulnerabilities [17], as well as restrictions on the reduction in the 

unsteady value of the availability factor that allows a certain amount of time for the system to be 

operational. And-or trees have been used to analyze faults and attacks in smart buildings, as well as 

parameters for recovery from system failure as well as attack blocking, to further improve the model's 

reliability and security. This helps determine the likelihood of system failure [18, 19]. 

 

The Architecture of the Building Automation System (BAS) 
The approaches for developing, analyzing, and providing cyber security for smart buildings were 
examined [20]. There are three levels of architecture in the BAS of a smart building shown in Figure 1: 
automation, wireless communication, and database management [21]. The application of software at all 
three levels complicates the evaluation and prediction of system availability [22], particularly for corporate 
decisions. System failures due to physical and design defects of the BAS are also a problem (0.9999 ... 
0.99999). 

 
 
 

Figure1. Smart building information and control system architectural levels [23] 
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Figure 2.  Model of the АvТА tree for information and control system of BAS 
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Table 1. The probability of (BAS) failure-free operation calculations 

Level Factor Component Parameter Notation Probability   
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operating error (soft hardware error ) FPHE 0.002 

manufacture failure (hardware) FMH 0.25 

ZigBee 

operating error (hardware) FPH 0.0021 

operating error (soft hardware error ) FPHE 0.1265 

manufacture failure  (hardware) FMH 0.15157 

Database 
operating error (hardware) FPH 0.17664 

operating error (soft hardware error ) FPHE 0.20171 

Rec/hardware  relies on the type of failure REC 0.8 
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FPGA 

interaction failure (severe hardware 
vulnerability) 

FIH 0.25185 

interaction failure (soft hardware vulnerability) FIHE 0.27692 

Ahw attacks (hardware) Ahw 0.30199 

Rec/software relies on the type of failure REC 0.5 
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FPGA 

failure induced by a flaw in the design 
(software) 

FDS 0.0051 

incompatibilities in software (software error) FDSE 0.015 

failure caused by ageing (software) FAS 0.025 

ZigBee 

failure induced by a flaw in the design 
(software) 

FDS 0.035 

Software faults are to blame for the failure 
(software error)  

FDSE 0.045 

failure caused by ageing (software) FAS 0.055 

Database 

failure induced by a flaw in the design 
(software) 

FDS 0.065 

Software faults are to blame for the failure 
(software error)  

FDSE 0.075 

failure caused by ageing (software) FAS 0.085 

Rec/hardware recovery varies according to the type of failure REC 0.8 
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FPGA 

interaction failure (severe software 
vulnerability) 

FIS 0.0215 

interaction failure (soft software vulnerability) FISE 0.078 

attacks (software) Asw 0.325 

Database 

interaction failure (severe software 
vulnerability) 

FIS 0.445 

interaction failure (soft software vulnerability) FISE 0.59675 

attacks (software) Asw 0.74845 

ZigBee 

lack of communication (severe software 
vulnerability) 

FIS 0.90025 

interaction failure (soft software vulnerability ) FISE 0.0252 

attacks (software) Asw 0.07851 

(Rec/software) recovery based on the type of failure  REC 0.5 
 
 

At the beginning of the operation, the system's availability drops to a minimum of AMBAS2.1min=0.9629, 
then steadily rises to its steady state. TMBAS2.1const=16225 hours characterize the timeframe of 
complete eradication of defects and vulnerabilities during the transition from the state of availability to 
the steady-state. The AMBASconst status of availability condition is at 0.9975% [24-26]. 
 

Characteristics of Classification the Models 
Assumptions, a marked graph, and the associated differential Kolmogorov equations, input data, and 
modeling outcomes are all included in MBAS models [27]. In the MBAS1 base model, random events 
are used to describe the creation of software defects and vulnerabilities [28]. Within the time span of 
TMBAS 1const = 28117 hours, the availability function has a constant value of AMBAS 1min = 0.9964. 
Maintenance processes are taken into account in an unlimited number of ways in the MBAS2.1 
availability model [29]. At the time of commissioning, there were two software faults and two 
vulnerabilities in the BAS architecture model depicted in Figure 4. A basic assumption is made that only 
one fault or vulnerability can be found and removed. Any time a bug or weakness is discovered, the 
system will go into a state of partial failure until the problem has been fixed. If a bug or vulnerability is 
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never found, a program restart will restore everything to normal [29-32]. During the elimination process, 
no new defects or vulnerabilities are introduced. 
 

Table 2.  Models of I&CS availability classification for a smart building 
 

No. Characteristics Model specification Conventional notions 

1. А) Base model without maintenance 
- No.  of faults are (0 to Nd) 
- No. of sensitivity are (0 to Nv) 
- No. of maintenances is (0) 

MBAS1 

2. 

B) Model with common maintenance 

- No.  of faults are (0 to Nd) 
- No. of sensitivity are (0 to Nv) 
- No. of maintenances is infinite throughout the system's lifetime. 
- The type of maintenance is (common) 

N 

3. 

- No.  of faults are (0 to Nd) 
- No. of sensitivity are (0 to Nv) 
- No. of maintenances are (0 to Np) 
- The type of maintenance is (common) 

MBAS2.2 

4 

C) Model with separate maintenance 

- No.  of faults are (0 to Nd) 
- No. of sensitivity are (0 to Nv) 
- No. of maintenances is infinite throughout the system's lifetime. 
- The type of the service is (separate) 

MBAS3.1 

5. 

- No.  of faults are (0 to Nd) 
- No. of sensitivity are (0 to Nv) 
- The No. of the maintenances by defects are (0 to Ndp) 
-The No. of the maintenances by vulnerabilities are (0 to Ndv) 
- the type of service: separate 

MBAS3.2 

 
 

On the graph, diagonal transitions with a downward shift show the development of software defects (with 
intensity λDi), and weaknesses - diagonal transitions with an upward shift (with intensity λIj). Following 
the development of vulnerability [33], its elimination is carried out with energy PS*μIj (for the defect - 
PR*μDi). When all faults and vulnerabilities have been eliminated, the system transitions to state F. (0,0). 
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Figure 3. The BAS model is depicted as a marked graph, with the common maintenance 

 
 
Four transitions are conceivable from the condition of maintenance: a) in the case of vulnerability 
detection, the transition is vertically upward with the intensity of PCS*Ms, b) in the case of defect 
detection [34], the transition is vertically downward with the intensity of PCR*Mr, c) in the case of the 
defect and vulnerability detection, the transition is to the right weighted by the intensity of PCS*PCR*Mrs, 
d) in the case of non-identification of the defect and vulnerability, the transition is to the predefined state 
[35]. At the same time, the ratio defining the complete group of events is important: 
(PF+PCS+PCR+PCS*PCR=1). The (MBAS 2.2) model, in contrast to the MBAS2.1 model, restricts the 
total number of measures that can be taken throughout the system's lifespan [36]. Using the simulation, 
developers can only assume that there are no problems or vulnerabilities that have not yet been 
discovered. Consequently, it is designed to conduct a predetermined number of Np service procedures.  
The simulation results indicated that the (MBAS 2.2) maintenance limitations allow for perfect availability 
(AMBAS 2.2const = 1) in a stable condition. Simultaneously [36,37], the value of the minimal availability 
changes insignificantly between models with limited and unlimited maintenance (at 8.831e-4). The 
transition period of the steady mode availability in the (MBAS 2.2) model is (9.481) times longer than in 
the model with limitless (MBAS 2.1) maintenance; yet, defect and vulnerability eradication in the 
maintenance model is faster than in the (MBAS 1) model (1.271 times) as shown in Figure 4. 
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Figure 4. Graphs of alterations to the BAS architecture's availability function with no maintenance (MBAS 1), shared maintenance 
(MBAS 2.1), and with separate maintenance (MBAS 3.1) 

 
 

Results and Discussion  
 
When conducting separate and common maintenance operations, this method was used to determine 
the parameters that should be used to define strategies for maintenance information and control systems 
in smart buildings. Simulation models in the Matlab (Figure 6) environment were constructed to validate 
the results' robustness and overcome the constraints of analytical models, particularly the exponential 
distribution of attack flow parameters. Comparison of analytical and simulation models of BAS showed 
a satisfactory convergence of values of availability coefficients in the steady-state (Figure 6). 
 

 

Figure 6. Results of simulation and analytical modeling of BAS availability 
 
 
The tconst result indicator has a distribution with a shifted left maximum, as demonstrated by calculations 
for (MBAS 1) and (MBAS 2.1) models. Mean (tconst) and max (tconst) are both consistent with the 
analytical model with an error of (10-4 and 10-7) respectively. The smallest mistakes in the AMBASmin 
(analytical model) are found in (MBAS 1) systems that do not require common maintenance; the largest 
errors are found in systems that do require common maintenance. In general, AMBASmin's mean (Amin) 
and max (Amin) errors do not surpass (9.8% and 4.7%) respectively (Amin). Using the mean (tconst) 
average and maximum max (tconst) estimate, the transition time to steady-state is computed with an 
error of no more than 4.7*10-4 and 5.1*10-7, respectively. 
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Analyze all relevant documentation on the researched system (technical specification, technical 
conditions, operational instructions, and normative documents, for example) in this situation, all of the 
system's needs are exposed (cost limitation: тmax, reliability and cybersecurity limitation: Pmin, 
Aminmin, Tconstmin), and the explanation for the possibility of endless maintenances is conducted. 
There are several combinations of options for limitless and limited maintenance, as well as common and 
separate maintenances by dependability and cyber security, as a result of evaluating input parameters 
for Markov behavior. Making proper (MBAS) models is one of these choices. Figure 7 depicts the block's 
outcomes. 
 

 
Figure 7. Results of studying the dependence of Tconst (PCR), and the determination of the optimal Tconst→min criterion for the 
input parameter PCRopt using the MBAS2.1 model 

 
 

Conclusion 
 
Information technology (IT) evaluation and choice of choices for its provision are based on the proposed 
models and procedures, which take into consideration various forms of maintenance strategies by 
dependability and cyber security. A method for defining parameters for maintenance and information 
technology for providing availability and cyber security of smart building information systems has been 
developed in this study, thereby completing this paper's scientific task. Smart building information and 
control systems are protected by this information technology strategy, which takes into account attacks 
on software vulnerabilities and faults, as well as common and distinct maintenance methods. These 
faults and vulnerabilities may be taken into account, as could the parameters of the performance recovery 
and attack blocking processes, in their architecture as a whole. 
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